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Abstract: Technologists have never had difficulty getting up with possible applications for wireless sensors. In a home 

protection organization, for instance, wireless sensors would be more comfortable to establish than sensing elements 

that require wiring. The same is true in industrial surroundings, where cabling typically bills for 80% of the price of  

sensor facilities and then there are applications for sensors where cabling is not virtual or even potential. The trouble 

though is that most wireless sensors  use excessively much power, which signifies  that their batteries either have to be 

very big or get charged far too frequently. A low power wireless communication  technology called ZigBee is revising  

the wireless sensor equation, however. ZigBee is being widely used for sensor communications and many other 

research fields. Why regard ZigBee? Because it is inexpensive and has safer compatibility when likened to other 

communication technologies.This paper gives the general survey of the ZigBee network technology, including its 

access methods, devices, topologies. The most significant section of this paper consists of the protocol architecture of 

ZigBee and several applications of ZigBee technology. 
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I. INTRODUCTION 
 

There has always been a demand for the transmittance of 

information wirelessly. There are many technologies 

which are currently being utilized to send information 

utilizing the unlicensed spectrum in the ISM set. Some of 

them are Bluetooth, NFC, Wi-Fi, and ZigBee.   
 

In this paper we will be talking about ZigBee and its 

protocol standards. ZigBee is applied to make diminished  

personal area networks utilizing low power digital radios. 

Because of its low power use. ZigBee devices can 

channelize within a conducting range of 10meters to 100 

meters in line of vision. The topologies utilized are star 

and mesh network to interface between each other.  

Most of the ZigBee transceivers are planned to gap up the 

data if the data size it larger than 128 bytes. The data rate 

noticed in ideal ZigBee transmissions is 250kbps, which is 

functioning in the 2.4 GHz band [1]. ZigBee technology is 

inexpensive when compared to WiFi and Bluetooth 

technology. Aside from ZigBee there are other wireless 

transceivers that are used for data transfer or some form of 

communication. In this section we will be discussing 

shortly about some of the most usually used wireless 

transmit technology.  

Bluetooth is a wireless technology criterion for switching 

data over little distances (using short-wavelength UHF 

radio waves in the ISM band from 2.4 to 2.485 GHz
  

) 

from rigid and mobile devices, and making  Personal Area 

Networks(PANs). It can tie several devices, mastering the 

problems of synchronization. 
 

MiWi and MiWi P2P are proprietorship wireless protocols 

projected by Microchip Technology that use minor, low-

ability digital radios founded on the IEEE 802.15.4 

standard for Wireless Personal Networks (WPANs). It is 

to note that it has a more elementary protocol than ZigBee, 

which is more composite. 

 
 

Some of the other stipulations are ISA100.11a and 

Wireless HART, which also uses 802.15.4 as its basis, but 

there are some alters on the top layers which are not 

acknowledged by the IEEE 802.15.4. All of these referred 

above are used for short drift and low data rate 

communications. 
 

II. DEVICE TYPES IN ZIGBEE 
 

There are two types of devices of Zigbee– Logical and 

physical. 
 

A. ZigBee physical device types: 

There are two types of physical devices in Zigbee based 

on the data processing capacities: 

(1) Full Function Devices (FFD) 

(2) Reduced Function Devices (RFD) 

FFD - Through FFD communications can be possible in 

different types of devices. Full Function Devices can do 

all usable operations within the standard, admitting routing 

mechanism, coordination jobs and detection task. There 

are three ways in which FFD can work. The first way is 

the PAN coordinator mode –In this mode the client 

transmits beacon frames, offers routing information and 

handles short web particular  address. The second way is 

the coordinator mode – the client turns as a router. In the 

third way, the client acts as a normal device [2] (It can be 

either FFD or RFD depends on its designated application). 

RFDs - RFDs do not route packets and must be linked 

with an FFD. These are end devices such as sensors 

actuators which only acting fixing jobs like reading 

temperature data, supervising lighting circumstance or 

mastering extraneous devices. 
 

B. Zigbee logical device types 

There are three types of ZigBee logical devices are a 

Coordinator, Router and End Devices [4]. 
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ZigBee Coordinator (ZC) - It is an FFD and there is just a 

single coordinator in each network. It is responsible for 

starting the mesh and choosing the network parametric 

quantities such as, unique network identifier, arranging 

other functional parameters and radio frequency channel. 

It is responsible for reasoning network, taking desirable 

channel to make a network and appending child nodes to 

the network. In tree or mesh topology, it is the source node 

while in star topology, it is the cardinal node. Because of it 

uses in the network, it must constantly be powered on. 
 

ZigBee Router (ZR) - It is also an FFD and can be 

detectors Devices and is routing able device. ZigBee 

routers can be missing in a network, a network can also 

carry exactly one or more depending on the topology and 

size of the network. It is not needed in a star topology. It is 

frequently utilized to extend ZigBee network (in the tree 

and mesh). Fundamentally, it does all the works of the 

coordinator exclude network formation (start-up). 
 

ZigBee end devices (ZEDs) - They are RFDs and their 

primary job is in transmitting and getting  packets. They 

have sufficient functionality to verbalize to their parents 

(either the coordinator or a router). They are said to be in 

sleep mode when they are not sending or receiving in 

order to preserve power. Hence, they can be battery 

powered for comfort of mobility. 
         

III. NETWORK TOPOLOGIES SUPPORTED BY 

ZIGBEE 
 

There are three topologies which are supported by Zigbee 

and they are: star topology, tree topology and mesh 

topologies. 
 

A. Star Topology 

In star topology, a coordinator is encircled by a group of 

end 

devices or routers. 

Advantage 

 Simplicity 

Disadvantage 

 The coordinator is responsible for sending and 

receiving of packets. So it creates a load on the 

coordinator and therefore induce congestion in the 

network. 
s 

 
 

Figure 1: Star topology supported by   Zigbee and Zigbee 

devices 

B. Tree Topology  

In the tree topology, the coordinator is the root of the tree 

and their children is routers or end devices. The routers are 

utilized to extend the networks so routers can have their 

children that is more routers and/or end devices. So we can 

say that simply the coordinator and routers can have 

children and therefore can become parents in the tree 

topology. End devices cannot have children so cannot 

become a parent. A child is allowed to communicate its 

parents directly, but not with other nodes. Parents can 

communicate with their parents and children directly. 

Alike in star, there are no substitute paths to destinations. 
               

 
 

Figure2: Tree Topology supported by Zigbee and Zigbee 

devices 
 

C. Mesh Topology  

Mesh topology is the almost compromising topology 

because a message can carry multiple paths from source to 

destination. If specific paths fail the ZigBee’s self-healing 

mechanism will permit the network to look for a substitute 

path for the message to be passed. 
 

 
 

Figure 3: Mesh Topology supported by Zigbee 

and  Zigbee devices 
 

IV. Protocol Architecture of Zigbee 

In this segment we will be discussing the different stack 

layers. The protocol architecture of Zigbee includes are 

Physical layer, MAC layer, Network layer, Application 

layer. As in Figure 4. 
 

A. Physical Layer 

The physical layer of the standard IEEE802.15.4 is the 

closest to the hardware, that masters and conveys straight 

with the wireless transceiver. It controls all jobs like 
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approach to the ZigBee hardware, formatting the 

hardware, extract of channel and readable channel 

judgment to serve the channel choice. 

Physical layer has following roles: 

 Transceiver activation and inactivation. 

 Option of a desirable channel and appraisal of the 

channel. 

 To send and receive packets. 
 

B. Medium Access Control (MAC): 

The MAC layer enables the transmitting of the MAC 

frames through the physical channel. The IEEE 802.15.4 

MAC has specified four cases of frame structures: A 

beacon frame is used by a coordinator. The beacon frame 

rouses the node devices, which discover for their address 

and nap once more when they get it. A data frame is used 

for all transmittances of information. An acknowledgment 

broadcasts feedback from the receiver to the sender and 

sustains that the packet has got without any fault. A MAC 

command frame is used to treat all MAC equal functioning 

control transmits. 
 

C. Network Layer: 

The network layer is creditworthy for routing, which must 

be particular to the topology being used. The Network 

layer links or disconnect devices by utilizing the network 

coordinator that enforces protection, and ahead frames to 

their address. 
 

D. Application Layer: 

The application layer is the top layer in the ZigBee 

protocol stack. ZigBee stipulation splits the APL layer into 

three distinct sub layers: 

 Application support sub layer 

 ZigBee device objects (ZDO) and 

 Application framework which holds producer specified 

objects. 
 

The ZDO Layer specifies subroutines to all ZigBee 

devices in the network. It finds out whether a device is a 

coordinator, router or an end device. 

The APS sub layer procedures entering and forthcoming 

frames to firmly obtain/transfer the frames and constitute 

or handle the cryptographic keys. 

The Application Framework enables dissimilar ZigBee 

devices from different makers to interoperate. 
 

 
 

Figure 4: Protocol Architecture of Zigbee 
 

V. ZIGBEE ACCESS METHODS 
 

There are  two types of access methods  are: 

 Beacon Enabled 

 Non Beacon Enabled 

In a Non Beacon Enabled network, any client in the 

network may transmit the data whenever the channel is 

spare.  In beacon enabled, nodes can only transmit or 

obtain in pre agreed time slots. Here the PAN coordinator 

specifies the guaranteed time slots (GTS) to every device; 

so devices can send the information in their possess time 

slot. Beacon enabled and non beacon enabled, access 

methods are shown in figure 5 
 

 
 

Figure 5: ZIGBEE ACCESS METHODS 
 

VI. SECURITY SERVICES IN ZIGBEE 
 

ZigBee enforces two additional security layers on top of 

the 802.15.4. –First one is the network layer and the 

second one is the application security layer. There are 

three keys for Security.  They are: 
 

a) Link Key:  

This is utilized by the APS layer to protect confidentiality 

and the unity of unicast traffic between two devices. In 

measure security surroundings, the key can be spread in 

sheer text [6].  

b) Network Key: 

It is got at unlike intervals. Merely if the client has the 

network key they can connect the network. The new 

network key is dealt employing the old network key. 

c) Master Key:  

It is optional. It can be preinstalled or installed in the 

device/ 

client by the trust center. 
 

VII. ZIGBEE ALLIANCE 
 

The ZigBee Alliance is a group of companies which are 

functional together to accomplish the visual sense to [8] 

enable low power, authenticity, low-cost, wirelessly 

networked, supervising and check products founded on an 

open world-wide standard. The function  of the Zigbee 

alliance was to make a specification determining how to 

create different network topologies with data protection 

characteristics and practical application profiles. 

Zigbee is originated by Zigbee Alliance.  ZigBee alliance 

bettered the specification and issued it for the first time in 

2005. In 2007 they updated former edition of the existing 

ZigBee. ZigBee Alliance offers the hardware, software 
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and extension designs to the members to build ZigBee 

applications. 
 

VIII. ZIGBEE APPLICATIONS 
 

ZigBee is useful for the applications which requires a low 

data rate. Some useful applications of ZigBee are given as: 

1) Home automation and control: ZigBee can be utilized 

to remotely check doors, security alarm, inflaming, 

lightings and other residential applications. 

2) Commercial Building Automations: ZigBee offers 

implies for easy management and sustenance of 

constructions. With ZigBee entirely the fume sensors 

in a building can be remotely supervised and done from 

a central localization [5].  

3)  Health, Wellness and Fitness: The ZigBee technology 

can be practiced in the area of health care monitoring 

such as patients’ blood pressure can be supervised 

remotely applying ZigBee wireless sensor technology. 

4)  Landslide monitoring: ZigBee is the primary 

transceiver utilized to convey in order to transmit 

alarms and data for landslide monitoring. The sensors 

deployed are linked to these transceivers and the data is 

broadcast to a usual cluster head from where the data is 

sent to the base station or the accumulation  point 

where whole the analysis will be answered [7]. 

5) Telecommunication Applications:  ZigBee devices are 

implanted in smart phones and PDAs therefore 

enabling their communication with other ZigBee 

enabled devices. 

6) Industrial Process Monitoring and Control: With 

ZigBee, industrial processes are now existence checked 

and supervised wireless. An example is set up in 

industrial inventory tracking where equipment is 

marked with wireless sensors and can be placed by a 

ZigBee node.  
 

IX. RELATED TECHNOLOGIES 
 

The characteristics of WiFi, Bluetooth and ZigBee are 

summarized and compare in table 1 [3] 
 

Table 1: Characteristics of WiFi, Bluetooth and ZigBee 
 

   

X. FUTURE WORK 
 

In the close future, ZigBee will act a major use in 

communication technology.  When viewing other wireless 

technologies, ZigBee's stacks size is much less. ZigBee is 

planned for effective remote control of sensors which may 

be many in a bit, but have less data packets to transmit, 

thus bringing down  the power expenditure and increasing 

the lifespan. ZigBee has become the chosen technology for 

consumer, commercial and government marts global. 
 

XI. CONCLUSION 
 

This paper has offered a general overview of the ZigBee 

technology, protocol stacks, topology and applications. 

ZigBee is one of the almost widely used technologies for 

several applications in the represent worldwide since it’s 

cheap and comfortable to utilize. One of the causes why 

ZigBee is not employed in Mobiles is because of the 

hardware (since both Bluetooth and ZigBee are projected 

for very unlike functions) and its low data rate capability. 

But it is to be noticed that ZigBee has a broader range 

when likened to other technologies such as Bluetooth and 

NFC (Near Field Communication). 
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